
!

!"#$%!&'!('!"#)*!&#+*,-!.'!"/'*,0!
1)2'3)/4!+*!5'678)9!:5'67;%)/<!=4-%)6-!

>$/?*!1+*$/@!
>A&!BB5=C!>A&!5=DAE!

>$--$2#;-)F-!A*-?%;%)!'G!&)2#*'8',4!

5$6H/+@,)C!>D!IJKLM!
Internet 

N$;8%!&'8)/$*2)!$*@!1)2'3)/4!

•  "#)/)!$/)!O)!%'@$4P!
•  "#)/)!2$*!O)!,'!G/'6!#)/)P!
•  "#$%!/'8)!@')-!DQR!#$3)!%'!78$4P!

S$/@O$/)!N$;8%!&'8)/$*2)!

•  5'66;*+2$?'*!
•  =%'/$,)!
•  5'67;%$?'*!

5'66;*+2$?'*!
11010011101100 
 

11010011101100 
 

5'66;*+2$?'*!
11010011101100 
 

11000011101100 
 



5'66;*+2$?'*!
11010011101100 

11000011101100 

•  !"#$%&'$$()0!/)2',*+T)!)//'/!

5'66;*+2$?'*!
11010011101100 100 
 

11000011101100 100 
 

•  !"#$%&'$$()0!/)2',*+T)!)//'/!
•  *+,(-+.0!/)@;*@$*24!:2#)2U-;6<!

5'66;*+2$?'*!
11010011101100 100 
 

11000011101100 100 
 

•  *)/+.0&"$$()0!,)%!/+,#%!H+%-!

5'66;*+2$?'*!
11010011101100 100 
 

11000011101100 100 
 

•  *)/+.0&"$$()0!,)%!/+,#%!H+%-!
•  12+&$+,(-+.$0!

–  (+-2$/@!$*@!1)%/$*-6+%!!
:H$2UO$/@!)//'/!2'//)2?'*<!

5'66;*+2$?'*!
11010011101100 100 
 

•  *)/+.0&"$$()0!,)%!/+,#%!H+%-!
•  12+&$+,(-+.$0!

–  (+-2$/@!$*@!1)%/$*-6+%!!
:H$2UO$/@!)//'/!2'//)2?'*<!

11010011101100 100 
 

5'66;*+2$?'*!
11010011101100 100 
 

11000011101100 100 
 

•  *)/+.0&"$$()0!,)%!/+,#%!H+%-!
•  12+&$+,(-+.$0!

–  (+-2$/@!$*@!1)%/$*-6+%!!
:H$2UO$/@!)//'/!2'//)2?'*<!

–  B//'/!2'//)2?*,!2'@)!!
:G'/O$/@!)//'/!2'//)2?'*<!



5'66;*+2$?'*!
11010011101100 100 
 

11010011101100 100 
 

•  *)/+.0&"$$()0!,)%!/+,#%!H+%-!
•  12+&$+,(-+.$0!

–  (+-2$/@!$*@!1)%/$*-6+%!!
:H$2UO$/@!)//'/!2'//)2?'*<!

–  B//'/!2'//)2?*,!2'@)!!
:G'/O$/@!)//'/!2'//)2?'*<!

.)*)/$8!R$F)/*-!

•  1)@;*@$*24!
•  B//'/!@)%)2?'*!!
•  &O'!U+*@-!'G!)//'/!2'//)2?'*!

– N'/O$/@!)//'/!2'//)2?'*!
– V$2UO$/@!)//'/!2'//)2?'*!:/)%/4<!

•  1)%/+)-!)978'+%!.+.0)%)#3"."$3&

=%'/$,)!
RAID 

File Replication/Distribution 

Remote Mirroring 

Importance of Repair 
Without Repair, MTTF < 2X 
With Repair, MTTF > 104X  

(Triple Redundancy) 

5'67;%$?'*!

>D!

>V!

>5!

W!

Triple Redundancy 

Key Assumption: Independent Faults 

>D!

>V!

>5!

WV!

W5!

WD!

5'67;%$?'*!

>D!

>V!

>5!

Triple Modular Redundancy 

Key Assumption: Independent Faults 

5'67;%$?'*!

Triple Modular Redundancy 

>D!

>V!

>5!

WV!

W5!

WD! >D!

>V!

>5!

WV!

W5!

WD!



5'67;%$?'*!

>D!

>V!

W!

Dual Redundancy 

5'67;%$?'*!

>D!

>V!

W!

Dual Redundancy With Retry 
 

Soft vs. Hard Errors 

Retry 

5'*%$+*+*,!N$;8%-!

•  >'@;8$/+%4C!A-'8$?'*!
•  5'67'*)*?T)!%#)!@)-+,*!
•  A-'8$%)!2'67'*)*%-!H)#+*@!*$//'OC!-%/+2%84!
2#)2U)@!+*%)/G$2)-!

•  AG!2'67'*)*%-!G$+8C!'%#)/-!U))7!,'+*,!

>'@;8$/+%4!

>'@;8$/+%4! >'@;8$/+%4!



X)4!5'*2)7%-!+*!S"!N$;8%!&'8)/$*2)!
•  1)@;*@$*24!

– =7$?$8!/)@;*@$*240!2#)2U-;6-C!7$/+%4C!/)78+2$?'*!
– &)67'/$8!/)@;*@$*240!/)%/4!O+%#!*'*@)%)/6+*+-6!

•  V$2UO$/@!3-Y!N'/O$/@!B//'/!5'//)2?'*!
•  ='Z!3-Y!S$/@!B//'/-!
•  >'@;8$/+%4C!A-'8$?'*C!1)7$+/!
•  .'$8!'G!R)/G)2?'*!

S$/@O$/)!N$;8%!&'8)/$*2)0!!
5;//)*%!=%$%;-!

A*%)/)-?*,!A--;)-[R/+*2+78)-!
E'%-!'G!.''@!1)-)$/2#!!
E$/,)84!='83)@!R/'H8)6!

S$/@O$/)!N$;8%!&'8)/$*2)0!N;%;/)!

•  B*,+*))/-!O+88!-%$/%!%'!%/$@)!'\!2'//)2%*)--!G'/!!
– R)/G'/6$*2)!
– 1)@;2)@!)*)/,4!2'*-;67?'*!

•  E+G)!O+88!,)%!+*%)/)-?*,!$,$+*!
•  ='ZO$/)!O+88!H)!)97'-)@!%'!#$/@O$/)!G$;8%-]!

N/'6!S$/@O$/)!%'!='ZO$/)!
•  >$*4!2'*2)7%-!%/$*-G)/[,)*)/$8+T)!
•  A67'/%$*%!@+\)/)*2)-!

–  =7)2+^2$?'*!'Z)*!*'%!$3$+8$H8)!G'/!-'ZO$/)!
–  5'678)9+%4!7;-#)@!'*%'!-'ZO$/)!

–  B$-)!'G!O'/U+*,!O+%#!%)2#*'8',4!
–  D778+2$?'*!@+3)/-+%4C!-2$8)C!$*@!*;6H)/!
–  N$+8;/)-!%47+2$884!2$;-)@!H4!@)G)2%-!+*!-'ZO$/)! ! !

!:*'%!+*%)/6+F)*%!*$%;/$8!7#)*'6)*$<!
•  (+\)/)*%!%/$@)'\-!

–  5'//)2%*)--!3-Y!G;*2?'*$8+%4!
–  _7@$%)[*)O!/)8)$-)!2'-%[G/)`;)*24!

='ZO$/)!N$;8%!&'8)/$*2)!

5'*2)7%;$8!N/$6)O'/U!
•  B//'/-!:6+-%$U)-!+*!%#+*U+*,<!
•  ()G)2%-!:6$*+G)-%$?'*!'G!)//'/-!+*!2'@)<!
•  N$;8%-!:$2?3$?'*[)9)2;?'*!'G!@)G)2%<!
•  N$+8;/)-!:-4-%)6!G$+8-!%'!6))%!)97)2%$?'*-<!

='ZO$/)!N$;8%!&'8)/$*2)!
58$--+2$8!&)2#*+`;)-!

•  >'@;8$/+%4!
–  R/'2)--)-!
–  W+/%;$8!>$2#+*)-!

•  1)@;*@$*24!
–  abW)/-+'*!R/',/$66+*,!
–  1)2'3)/4!V8'2U-!

•  &/$*-$2?'*-!
•  _*@'C!1)@'!
•  1)H''%C!1)%/4!

.'$8!
R/'3+@)!$H-%/$2?'*!'G!

7)/G)2?'*!



R/'2)--)-!c!>)--$,)-!

•  R/'2)--)-!,+3)!6'@;8$/+%4!$*@!+-'8$?'*!
•  >)--$,)-!-;77'/%!2'*%/'88)@!+*%)/$2?'*-!

5#/'6)!
R$/)*%!
R/'2)--!

&$H!K!
R/'2)--!
d';&;H)!

&$H!J!
R/'2)--!
.'',8)!

&$H!L!
R/'2)--!
>$7-!

W+/%;$8!>$2#+*)-!

>'@;8$/+%4!$*@!A-'8$?'*!

1)@;*@$*24!

abW)/-+'*!R/',/$66+*,!
:5#)*C!D3+T+)*+-!N&5=!KMef<!

A678)6)*%$?'*D!

A678)6)*%$?'*V!

A678)6)*%$?'*5!

W!

1)2'3)/4!V8'2U-!
:S'/*+*,!)%Y!$8Y!E5=!KMeg<!!

5#)2U7'+*%! A678)6)*%$?'*D! D22)7%$*2)!

1)-%'/)! A678)6)*%$?'*V! D22)7%$*2)!

1)-%'/)! A678)6)*%$?'*5! D22)7%$*2)!

R/+'/+?T)@!W)/-+'*-!
5'678)9!eee!
N8+,#%!5'*%/'8!

=+678)!ege!
N8+,#%!5'*%/'8!

D!input 

If 777 Flight Control in 747 Envelope 
 Use 777 Flight Control Output 

Else Use 747 Flight Control Output 



($%$!(+3)/-+%4!$*@!ab5'74!
R/',/$66+*,!

:D66$*!$*@!X*+,#%C!N&5=!KMfe<!

A678)6)*%$?'*!

A678)6)*%$?'*!

A678)6)*%$?'*!

W!

input 

1))97/)--+'*D!

1))97/)--+'*V!

B9$678)-!'G!1))97/)--+'*!

•  -+*:9<!h!-+*:$<-+*:i[JbH<!c!-+*:i[Jb$<-+*:H<!
2#''-)!@+\)/)*%!$CH!-;2#!%#$%!9!h!$cH!

•  1)'/@)/!)3)*%-!G'/!$*!)3)*%b7/'2)--+*,!-4-%)6!
•  R)/%;/H!/)$8b3$8;)@!+*7;%-!H4!-6$88!$6';*%!
•  D7784!$*!)`;+3$8)*2)b7/)-)/3+*,!7/',/$6!
%/$*-G'/6$?'*!

abW)/-+'*!R/',/$6+*,!A--;)-!

•  5'//)8$%)@!G$;8%-!:X*+,#%C!E)3)-'*!ABBB!&=B!KMfj<!
– =7)2+^2$?'*!+*%)/7/)%$?'*!
– =+6+8$/!+678)6)*%$?'*!2#'+2)-[G$;8%-!

– =7)2+^2$?'*!)//'/-!
•  (;78+2$%)@!+678)6)*%$?'*!)\'/%!

– >;-%!+678)6)*%!6;8?78)!3)/-+'*-!
– >;-%!2'6)!;7!O+%#!6;8?78)!O$4-!%'!-'83)!7/'H8)6!

>'@)/*!abW)/-+'*!R/',/$66+*,!

•  >;8?78)!+678)6)*%$?'*-!'G!$778+2$?'*-!
– R(NC!Ra.C!kRB.C!"DW!3+)O)/-!
– ")H!H/'O-)/-C!%)9%!)@+%'/-C!2'67+8)/-!!

– Q7)*Ql2)C!Ql2)!G'/!R5C!Ql2)!G'/!>$2!

•  AG!#$3)!$!7/'H8)6!O+%#!'*)C!;-)!$*'%#)/m!
•  "'/U)@!G'/!6)!7/)7$/+*,!%#+-!%$8U!

– 5';8@!*'%!7/+*%!G/'6!5#/'6)!
– 5';8@!7/+*%!G/'6!R/)3+)O!

"#)*!(')-!>'@)/*!abW)/-+'*!
R/',/$66+*,!"'/U!V)-%P!

•  a'!-#$/)@!-7)2+^2$?'*!
•  a'!-#$/)@!+678)6)*%$?'*!
•  a'!+*%)/$2?'*!H)%O))*!@)3)8'76)*%!%)$6-!

•  A*!7/$2?2)C!2$*!;-;$884!%'8)/$%)!-'6)!$6';*%!
'G!-#$/+*,[+*%)/$2?'*!
–  8+H2C!6$%#!8+H/$/+)-!
– 5'66'*!@$%$!G'/6$%!@)-2/+7?'*!@'2;6)*%-!

&/$*-$2?'*-!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

•  *)%(4&
–  =)`;)*2)!'G!'7)/$?'*-!
–  N$;8%!2$;-)-!)$/84!%)/6+*$?'*!
–  E)$3)-!-%'/)!+*!+*2'*-+-%)*%!-%$%)!

•  *+,(-+.&
–  ()3)8'7)/!+@)*?^)-!%/$*-$2?'*!H';*@$/+)-!
–  =4-%)6!;*@')-!)\)2%!'G!'7)/$?'*-!

Fault! 

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

&/$*-$2?'*!
>$*$,)/!



&/$*-$2?'*-!

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

&/$*-$2?'*!
>$*$,)/!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

•  5)%#6&+.&78+#%&
–  &/4!%/$*-$2?'*!$,$+*!
– >'-%!'G!%#)!?6)!+%!O'/U-!:mmm<!

•  *"3",9#&%+&
–  1)%/$*-6+--+'*!G'/!2'//;7%)@!*)%O'/U!7$2U)%-!

–  1)%/4!G'/!-'Z!#$/@O$/)!)//'/-!

"#4!(')-!1)%/4!"'/UP!

•  &/$*-$2?'*!H)#$3+'/!@)7)*@-!'*!%O'!%#+*,-0!
–  A*%)/*$8!$2?'*-!:@)%)/6+*+-?2<!
– B9%)/*$8!+*%)/$2?'*-!O+%#!)*3+/'*6)*%!
:*'*@)%)/6+*+-?2<!
• _*@)/84+*,!-4-%)6!-%$%)!

• R$/$88)8!%/$*-$2?'*-!
•  &)-?*,!+-!3)/4!)\)2?3)!$%!+@)*?G4+*,!G$;8%-!!

–  A*!+*%)/*$8!$2?'*-!
– 5'66'*!)9)2;?'*!)*3+/'*6)*%-!

"#4!(')-!1)%/4!"'/UP!

•  >'-%!G$;8%-!2$;-)@!H4!+*%)/$2?'*-!O+%#!/$/)!
%/$*-+)*%!$-7)2%-!'G!)*3+/'*6)*%!

•  "#)*!/)%/4C!%/$*-+)*%!$-7)2%-!$/)!,'*)!
•  ='!H$2U!%'!2'66'*!2$-)!$*@!/)%/4!-;22))@-!

=%))/!1)%/4!DO$4!G/'6!N$;8%!
•  :"33(.";!:k;8$!)%Y!$8Y!Q=(A!JIIf<!
QH-)/3)!$*@!$3'+@!@)$@8'2U!7$F)/*-!

•  <;%)#3".9%+#!:a'3$/U!)%Y!$8Y!RE(A!JIIe<!
N+*@!H;\)/-!%#$%!$/)!%''!-6$88!$*@!)9%)*@!%#)6!

•  5;!:n+*!)%Y!$8Y!=Q=R!JIIo<!
1'88H$2U!$*@!)9)2;%)!+*!6'@+^)@!)*3+/'*6)*%!
:6)6'/4!6$*$,)6)*%C!?6+*,C!@/'7!/)`;)-%-<!

•  &#)-)!-4-%)6-!-#$/)!2'66'*!7#+8'-'7#4!
– >$*4!7'--+H8)!)9)2;?'*-C!'*84!-'6)!$/)!G$;8%bG/))!

– N+*@!$*@!)9)2;%)!'*)!%#$%!+-!G$;8%bG/))!!
– ('!*'%!$F)67%!%'!2#$*,)!-)%!'G!)9)2;?'*-!

&/$*-$2?'*!5'678+2$?'*-!
:R)/-+-%)*%<!
=#$/)@!
=%'/)!

5'678+2$?'*!Q*)0!=%$%)!()2$4!

•  =%$%)!@)2$4-!'3)/!?6)!
•  ()2$4)@!-%$%)!2$;-)-!/)%/+)-!%'!DE"Dd=!$H'/%!
•  5)8++%!/)-%'/)-!7/+-?*)!2'66'*!-%$%)!
•  ='!/)%/+)-!-;22))@C!%/$*-$2?'*!2'66+%-!

Reboot 

&/$*-$2?'*!
>$*$,)/!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!



='ZO$/)!1)p;3)*$?'*!!
:S;$*,!)%Y!$8Y!N&5=!KMMo<!

R)/-+-%)*%!
=%'/)!

1;**+*,!
D778+2$?'*!

Write 
State 

Read 
State 

Restart 

5/$-#bQ*84!='ZO$/)!
:5$*@)$C!N'9!SQ&Q=!JIIL<!

•  DEE!*)2)--$/4!$778+2$?'*!-%$%)!-%'/)@!
)9%)/*$884!+*!7)/-+-%)*%!-%'/$,)!

•  5$*!2/$-#!$*@!/)-%$/%!$778+2$?'*!D&!Dad!&A>B!

($%$H$-)!

1;**+*,!
D778+2$?'*!

R)/-+-%)*%!
=%'/)!

R)/-+-%)*%!
=%'/)!

Transactions 

Updates 

Configuration 

1)2;/-+3)!1)-%$/%!
:5$*@)$C!N'9!SQ&Q=!JIIK<!

X)4!A*-+,#%-!
•  D88!2'67;%$?'*-!$,)!b!$*?2+7$%)!$*@!2'//)2%!
7/'H8)6-!H)G'/)!-'6)%#+*,!,')-!O/'*,!!

•  DH-%/$2?'*!H$//+)/-!7/'6'%)!2'*-+-%)*%!@$%$!
– a$//'O)/C!28)$*)/C!-$G)/!+*%)/G$2)!%'!@$%$!

•  =)--+'*!-%$%)!6$*$,)/-C!=nE!
•  =$3)[/)-%'/)!7/'2)@;/)-!!!

– &#+*U!6'/)!$H';%!#'O!@$%$!-%'/)@!$*@!$22)--)@!
– d';!O$*%!+%!%'!H)!@+l2;8%!%'!$22)--!7)/-+-%)*%!@$%$m!

•  R'%)*?$8!/)$-'*!7)/-+-%)*%!'Hp)2%-!*'%!7'7;8$/!

5'678+2$?'*!&O'0!B9%)/*$8!B\)2%-!

(+-7)*-)!
5$-#!

E$;*2#!
>+--+8)!

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

&/$*-$2?'*!
>$*$,)/!

5'678+2$?'*!&O'0!B9%)/*$8!B\)2%-!

!
!

!
!

!
!

!
!

•  =%'/)!)9%)/*$8!)\)2%-!+*!H;\)/!@;/+*,!%/$*-$2?'*!)9)2;?'*!
•  58)$/!)\)2%!H;\)/!'*!$H'/%!

Fault! 

Effect 
Buffer 

(+-7)*-)!
5$-#!

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

&/$*-$2?'*!
>$*$,)/!



5'678+2$?'*!&O'0!B9%)/*$8!B\)2%-!

•  =%'/)!)9%)/*$8!)\)2%-!+*!H;\)/!@;/+*,!%/$*-$2?'*!)9)2;?'*!
•  B9)2;%)!)\)2%-!+*!H;\)/!$%!%/$*-$2?'*!2'66+%!7'+*%!

•  A*28;@)!2'*^/6$?'*!2#)2U-C!/)%/4!%'!)*-;/)!2'678)?'*!
•  B9%)/*$8!/+34).$9-+.!+G!2$*q%!2'678)%)!)\)2%-!

(+-7)*-)!
5$-#!

E$;*2#!
>+--+8)!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

&/$*-$2?'*!
>$*$,)/!

5'678+2$?'*!&#/))0!!
E$%)!()%)2%)@!N$;8%-!

•  =#+8,)30!%/$*-$2?'*!2'66+%-C!H;%!2'//;7%-!7)/-+-%)*%!-%$%)!
•  =4-%)6!/;*-!G'/!$!O#+8)!

•  7(0"%!:'/!)9%)/*$8!6)2#$*+-6<!@)%)2%-!2'//;7?'*!

:R)/-+-%)*%<!
=#$/)@!
=%'/)!

&/$*-$2?'*!
>$*$,)/!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

!
!

()$8+*,!"+%#!E$%)!()%)2%)@!N$;8%-!

•  &O'!D8%)/*$?3)-!
•  5)49"#&4#+/)0(#)!)8+6+*$%)-!2'//;7?'*!!
:G'/O$/@!)//'/!2'//)2?'*<!

•  >.0+?5)0+&:H$2UO$/@!)//'/!2'//)2?'*<!
– >.0+!%/$*-$2?'*-!;*?8!-4-%)6!+-!2'*-+-%)*%!

– 5)0+!%/$*-$2?'*-!%'!/)-%'/)!-4-%)6!-%$%)!
– *@"4!H$@!%/$*-$2?'*-!:+G!4';!2$*!+@)*?G4!%#)6<!

_*@'[1)@'!N'/!5'678)%)!=4-%)6!

!
!

!
!

!
!

!
!

System 
State 

Action Action Action Action 

_*@'[1)@'!N'/!5'678)%)!=4-%)6!

!
!

!
!

!
!

!
!

System 
State 

Malicious 
or Faulty 
Action Action Tainted 

Action 
Action 

!
!

!
!

!
!

System 
State 

Skip 
Malicious 

Action 

Replay 
Action 

Replay 
Action 

(Untainted) 
Replay 
Action 

Undo 

_*@'[1)@'!=4-%)6-!

•  _*@'$H8)!B6$+8!:V/'O*C!R$F)/-'*C!_-)*+9!D&5!JIIL<!
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